isec 2024: Fragestunde

isec Fragestunde W49 2024-12-03 « Carsten Bormann cabo@tzi.org 1


cabo@tzi.org

Signaturen

— privater Schlussel: signieren
— oOffentlicher Schlussel: Signatur prufen

Verfahren:

— RSA
— El Gamal = DSA
— (ECC: ECDSA, EdDSA "25519")
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zertifikate

— X.509 (wirklich: RFC 5280)

— Zertifikatsketten, Wurzelzertifikate
— PKI

— Nutzung in: Web-Server, S/MIME
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Authentisierung: Mensch-Gerat

1. Wissen
2. Besitz

3. (biometrische) Merkmale

— Kombinationen (n-Faktor)
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Passwords N

UNCOMMON ORDER

(Neﬁ’ég'%g*) UNKNOWN
~ 2= 3 Davs AT
— Server: Password- Tr@Qubddor &3 00 GuekeES e
i ; ~ (gt e olp v
Verschlusselung CAPS? COMMIN * AL ﬁm@:ﬁ;-imw;
. . IFFICOLTY T0 GUESS:
— Offline-Angriffe (e LS EASY
— Wanhl guter Passworter ~ 44 BITS OF ENTROPY
— NIST SP 800-63B correct horse battery stople
— OTP-Token 2" = 550 YEARS AT
!
(vgl. TOTP nach RFC 6238) FOUR RANDOM 710 GUESSES/sec
: : COMMON WORDS DIFFICOLTY To GUESS:
— Blometrie HARD

WAS T TROMBONE? NO,
TROVBADOR. AND ONE OF
THE Os WRS A ZERD?

\
AND THERE WAS
SOME SYMBOL...

'\

DIFFICOLTY TO REMEMBER:

OIFFICULTY TO REMEMBER:
YOUVE ALREADY
MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TOD USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.
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